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Introduction
Both Presidents George W. Bush and Barack Obama have designated the potential use of nuclear or radiological weapons by a terrorist organization as the most significant danger facing American society. In order to confront this threat the Obama Administration's 2011 National Strategy for Counterterrorism states, "We recognize that no nation, no matter how powerful, can prevent every threat from coming to fruition. That is why we are focused on building a culture of resilience able to prevent, respond to, or recover fully from any potential act of terror directed at the United States." 1 Promoting the necessary transition of a "culture of resilience" from ambitious rhetoric to plausible reality requires American communities to serve as the primary initiators. Rather than begin with a top down strategy at the national level, it is necessary to ingrain a whole of community approach at the local, state, and federal stages. Through utilization of resiliency planning techniques stakeholders can prepare for a wide spectrum of hazards ranging from natural disasters to the threat of nuclear terrorism. The National Strategy for Counterterrorism affirms that, "Supporting community leaders and influential local stakeholders as they develop solutions tailored to their own particular circumstances is a critical part of our whole-of-government approach that contributes to our counterterrorism goals." A catalyst for increasing community resilience is knowledge of the threat, what preparedness actions to take, how to implement those actions and communal consensus on why these actions are beneficial. It is important for community leaders to understand the risks associated with nuclear/radiological terrorism and the initial steps required to mitigate these dangers through resilience.
Community Resilience and Nuclear Terrorism
The devastating impacts of an Improvised Nuclear Device (IND) will require the nation to be resilient in order to recover. The destruction inherent to a nuclear detonation seems incapacitating but the level of cultural determinism can dictate the potential for community resilience and recovery. Individuals who believe they can make a difference are more likely to survive disasters. 2 Western nations for example, are considered more likely to view catastrophes as phenomena that can be mitigated and prepared for; however, the bureaucratic nature of Community resilience is the capacity of a system, community, or society potentially exposed to hazards to adapt, by resisting or changing, in order to reach and maintain an acceptable level of function and structure. government can hinder this view through competition. Moving from a competitive bureaucratic disposition to one of collaborative relationships can improve community resilience. These relationships as well as the deterministic view of catastrophe preparedness should be encouraged at every level of government.
Community& Regional
Prevention, response, and recovery efforts will contribute to overall resiliency. These efforts will reduce the effects of a catastrophic event and will allow for critical infrastructure and key resources, economic activities, and other areas of society to bounce back accordingly. 3 The process of building resilient communities represents a unique and often under emphasized opportunity for preventative counterterrorism entities and post event consequence mitigation planners to interact. A growing area of research promotes the strategy of "consequence prevention" in which traditional preventative bodies including law enforcement, security, and intelligence are viewed in line with strengthening resilience. Approaching counterterrorism from both a preventative and response standpoint may lead to safer and more prepared communities. 4 Increasing public resilience to nuclear attacks is not a new realm of preparation. During the Cold War officials educated citizens on actions they could take to prepare for the use of nuclear weapons, such as participation in the U.S. Civil Defense Corps and the construction of fallout shelters. 5 Today FEMA's Citizen Corps operates in a similar fashion and assists citizens at the community level in anticipation of such disasters. Engaging populations in local, grass-root efforts of this nature will serve as a fortifying mechanism in building national resilience. Ideally, if both the community and officials "from the highest levels of national security community to the local fire chief are ready for catastrophic terrorism, not only will lives be saved during a catastrophic event, but the likelihood of that event happening is reduced." 6 For more information related to different types of community resilience including supply chain resiliency and resiliency through public education see Appendix C.
Another crucial element to building a resilient community is educating communities on how to respond to significant events. "The consequences of states' reactions to terrorist attacks can far outweigh the effects of the attack themselves." 7 When considering reactions to terrorism, planners should keep in mind the theater in which terrorist organizations seek to operate. The fundamental element to terrorism is exactly that, "terror", or widespread panic and fear. 8 By teaching the community how to react to an attack while instilling a sense of trust in the preparedness system, communities will not only mitigate the consequences of the attack itself but also deny terrorists the fear they seek to instill in American citizens.
Resiliency in the face of overwhelming emergencies will depend on the integration of several different actors at the local, state, and federal levels of both private and governmental organizations. Integrating these organizations on planning efforts can serve as a basis for their appropriate functions and cooperation during an actual event, the degree to which multiple stakeholders can operate efficiently together will dictate the confidence the public has in the preparedness system. 9 When the public truly trusts the preparedness structure within their community, resilience will be possible.
National Preparedness:
The actions taken to plan, organize, equip, train, and exercise to build and sustain the capabilities necessary to prevent, protect against, mitigate the effects of, respond to, and recover from those threats that pose the greatest risk to the security of the NationDepartment of Homeland Security.
National Preparedness Goal, First Edition, September 2011.
Boston serves as the most recent example of this situation. The level of cooperation the Boston emergency response services received during and after the bombing of the Boston Marathon on April 16 th , 2013 proved how resilient American communities have become since September Eleventh. The citywide shut down throughout the manhunt for the remaining suspect was truly emblematic of a resilient community. Not only did the community place trust in the emergency response system, they also aided law enforcement officials through their compliance, vigilance, and observation resulting in the rapid arrest of the second bombing suspect.
The Importance of State and Local Planning for Nuclear/Radiological Terrorism
Two brothers unaffiliated with a complex or well-funded terrorist organization carried out the Boston Marathon Bombing. The response by Boston authorities was very effective, due to the well-prepared police community. However, if the simplistic, easy to construct pressure bombs used by the brothers had included a small amount of radiological material to create an Radiological Dispersion Device (RDD), then the consequences of the attack would have likely been more severe even though the radiological material would not have significantly changed the hazards. Detection of radiation would have resulted in a delayed response that could have cost additional lives and recovery expenses. If the brothers had utilized an IND the effects would have been catastrophic. Embedding preparedness mechanisms from prevention to recovery for events of this nature could reduce consequences considerably.
The preparedness process is crucial to creating a resilient community as it offers the public an opportunity to think outside of the box. Critics will point to nuclear/radiological terrorism as a low probability high consequence event that as such deserves less attention. However, preparedness for a high consequence event like a nuclear detonation can prepare communities for an array of technically challenging emergencies. Simply thinking about the unknown allows a community to expand the intellectual process and develop a strategy that addresses a range of incidents including the low probability high consequence events.
Additionally, many state and local communities are beginning to recognize the importance of their role in addressing the challenge of nuclear terrorism, in both prevention and response areas. Figure 1 demonstrates the key elements of nuclear terrorism prevention and response. State and local capabilities, because of their large numbers and broadly distributed abilities, are well suited for detecting nuclear material as it moves within our borders. If prevention efforts fail, it is the state and local response actions that have the greatest potential to save lives. The decisions made and actions taken in the first few minutes and hours after radiological or nuclear terrorism events are critical to response and recovery. The timing of these actions and the importance of understanding the community of interest, make state and local government preparedness critical.
A challenge to state and local communities in nuclear detonation response planning is the overwhelming nature of the event. Including nuclear explosions in the socialization of numerous threats like fires, earthquakes, and tornados is a beneficial way of developing all hazard preparedness without creating alarm when discussing a nuclear attack. Socializing all hazard preparedness at the community level will lead to overarching resilience throughout the nation. An important first step in initiating a culture of resilience is to conduct a Threat and Hazard Identification and Risk Assessment (THIRA) for a particular region, state, or jurisdiction. The THIRA process can serve many purposes including elicitation of federal funding, a baseline for hazard assessment and analysis, and a motivational tool for future planning.
Threat and Hazard Identification and Risk Assessments and Nuclear/Radiological Terrorism
Conducting risk assessments through the THIRA process provides a common, consistent approach for identifying risks and associated impacts. The purpose of the THIRA is to enable the integration of threats into the risk assessment process. The THIRA mandates a whole of community approach in sharing information, identifying population factors, and understanding the cascading effects of a threat or hazard. 10 Analysis of the THIRA results will guide future preparedness efforts across all mission areas.
More importantly the analysis of the THIRA can be used as an educational tool for the community regarding potential risks as well as roles and responsibilities in the preparedness process. context, identify impacts to the community through the lens of the core capabilities described in the Goal. 4. Set Capability Targets. Looking across the estimated impacts to the community, in the context of each core capability and coupled with a jurisdiction's desired outcomes, set capability targets. 5. Apply the Results. Plan for the ability to deliver the targeted level of capability with either community assets or through mutual aid, identify mitigation opportunities, and drive preparedness activities.
THIRAs can be completed either for the purpose of FEMA grant funding or in preparation for future grant funding as a way to identify the capability targets a community needs to support planning and resource allocation efforts. 11 THIRAs present an excellent opportunity for regional cooperation and if possible should be conducted cross-jurisdictionally with close neighbors who may also be affected by the consequences of a hazard. 
How Funds have been used in the Past
In continuing with the Boston example we see ways in which federal grant funding has been used to prepare for terrorism. Specifically funds were used to 13 
:
Increase communications interoperability through the purchase of new portable radios and of new mobile radios for every first responder in the region; the development and maintenance of one of the first shared radio channel plans for public safety first responders (police, fire, and EMS) within the nine cities and towns in the region; the development and support of the Boston Area Ambulance Mutual Aid Radio Network which allowed communications between private ambulance companies and Boston EMS as they treated and transported approximately 282 victims to nearby hospitals; and the development and support of the Boston Area Police Emergency Radio Network which enables most first responders in the region to communicate with agencies from other jurisdictions and during the incident for operational and field communications across jurisdictions after the bombings and for the manhunt operations.
• Facilitate intelligence and information sharing by providing salaries for nine intelligence and GIS analysts and equipment (e.g., television screens, computers, surveillance, Sensitive Compartmented Information Facility) within the Boston Regional Intelligence Center (BRIC). These assets were critical in protecting and providing information to the first responders in the field. The analysts monitored, vetted, and triaged information concerning over 280 suspicious or criminal acts within Boston. In addition, they provided risk assessments on potential infrastructure targets, reviewed videos and social media for leads, and coordinated resources. For the presidential visit on Thursday, the analysts also provided preevent threat assessments. After the capture of the bombing suspects, the BRIC tracked 42 potential and scheduled events, such as vigils and protests. In addition BRIC analysts were able to use the Digital Sandbox System, purchased with UASI funds, to build their risk assessment reports.
• Provide critical infrastructure and key resources, including 13 Explosive Ordnance Disposal (EOD) Detection K-9 Units from Boston, Revere, and Quincy which were deployed and assisted with identifying possible explosive devices and patrolling certain areas during the incident; EOD Personal Protective Equipment which the police departments used to protect their officers; EOD Equipment, including EOD robots which were used to search certain areas and respond to suspicious packages and EOD inspection cameras (night vision monoculars) which helped officers to see during the manhunt that began Thursday night; two Tactical Response Vehicles -Ballistic Engineered Armored Response Counter Attack (BearCat) vehicles -which the Boston Police Department used to protect their SWAT personnel as they patrolled streets, searching for the bombing suspects; and a CBRNE Mobile Command Vehicle which was used to transport Special Operations Division Tactical and Command personnel to the incident site and support on-scene intelligence sharing and investigations among first responders and transmit information to offsite locations. This vehicle was deployed for the marathon event and after the bombings was used for securing the incident site and then was moved to Watertown during the manhunt operations there.
• Enhance planning and community preparedness by providing a shelter trailer which was deployed to the family assistance center that served as a shelter; a Mass Notification System, ALERT Boston, which is the city's emergency notification system and which was used to send a message to the public informing them to shelter-in-place during the manhunt; Variable Message Sign Boards, which were posted at the marathon and in Watertown for the manhunt operations to inform the public of safety messages; and light towers, which were used at the crime scene for evidence collection during the night.
Bringing the Issue of Nuclear Terrorism to Responders
Although Federal planning is performed using detailed risks assessments, such as the Radiological and Nuclear Terrorism Risk Assessment (RNTRA), which evaluates the risk of millions of possible scenarios, these assessments are classified and not generally available for state and local planning which requires a more transparent process.
THIRAs offer a way to bring the threat of nuclear and radiological terrorism to the planning and response communities in an unclassified format. THIRAs can place the threat in context and improve understanding of a range of issues through a comprehensive overview of the hazard.
Including a feasible scenario in regional THIRAs may be a daunting task for regions not perceived to be at an inherent risk to terrorism. In order to do this the information must be available to communities so that they can include accurate, but unclassified, descriptions of the threat and consequences of nuclear/radiological terrorism. This includes guidance on specific scenario development. After a scenario has been formulated and the five aspects of the THIRA have been addressed in accordance to the CPG 201, communities should take the next step by developing prevention, response, and recovery plans. For information on recent surveys related to THIRAs and response plans for nuclear/radiological terrorism see Appendix A. 
Developing the Nuclear/Radiological Terrorism Section of the THIRA
Stakeholder Collaboration
When conducting a THIRA and during successive planning efforts it is essential that a representative group of stakeholders is involved in the collaborative process. Including stakeholders within various levels of government as well as essential private sector individuals will provide a wide range of perspectives that can contribute to the risk assessments and plan development. Stakeholders from divergent areas of the community will offer insight that may otherwise remain unaccounted for when considering resources, vulnerabilities, capabilities, and know-how. According to the preparedness checklist created by the Center for Biosecurity of University of Pittsburg Medical Center a "coalition of diverse stakeholders can help overcome the political and popular resistance to planning for an unthinkable incident like a nuclear detonation." 14 After the necessary stakeholders have been identified, a core-working group can be formed in order to oversee the THIRA development. The core-working group will begin preforming a hazard assessment, which consists of identifying potential targets, obstructions, and vulnerabilities within the infrastructure. This initial phase will involve the identification of all potential hazards in order to form a list that incorporates known hazards as well as threats that have not been recognized before. For many regions this will include various human produced threats including cyber-attacks, active shootings, and conventional and nuclear terrorism. FEMA Region 10, for example has begun prioritizing these threats based on their level of consequence, focusing on events of high consequence as most important. 1 An IND detonation is of the most high consequence events and will require a substantial amount of planning that will allow for improvement in preparedness for several hazards. DHS can greatly assist the threat determination process by providing general, unclassified, nuclear and radiological threat information to planners.
Creating a Format and Scenario of an IND Detonation in Support of THIRA Steps 1 and 2
Developing an IND scenario for the THIRA should include information regarding geography, city type (urban, rural, coastal, etc.) and population density. Port cities, for instance, may want to consider important infrastructure, landmarks, facilities, and tourist destinations located in or around ports and waterways. In a 2008 DHS report "Small Vessel Security Strategy" small vessels have been identified as a likely conveyance for transport of a WMD or radioactive material as well as a means of delivering a Waterborne Improvised Explosive Device (WBIEDs). 15 Considering this mode of attack, potential points of detonation such as docks, harbors, and waterways should be acknowledged as feasible when creating a scenario and throughout the planning process. Urban area planners not located near ports should similarly contemplate important governmental sites, events, tourist attractions, and symbolic points of interest within their region as potential blast locations for their scenarios.
FEMA's ready.gov website provides a list of generic potential targets that may help in identifying suitable locations for scenarios 16 :
• Strategic missile sites and military bases.
• Centers of government such as state capitals.
• Important transportation and communication centers.
• Manufacturing, industrial, technology, and financial centers.
• Petroleum refineries, electrical power plants, and chemical plants.
• Major ports and airfields.
The format of the nuclear detonation portion of the THIRA can be short and to the point like that of Oregon's THIRA or it can be more detailed like that of Michigan's in which both context and explanation of IND impacts are provided. The Oregon THIRA offers a region specific scenario with a description of a yearly, seasonal event as the theater for explosive attacks. 17 Including a specific location and event in scenario development can be helpful later on in the planning process because events that are relatable can inspire a more personally invested understanding of what will be required from the response community. The Michigan THIRA includes a very generic stage for an IND detonation by only identifying likely locations (Grand Rapids, Ann Arbor, and Lansing). 18 Where Michigan lacks in imaginative scenarios it makes up for in detailed explanation of the likely impacts of a nuclear detonation. Ideally, a THIRA would include a detailed scenario accompanied by a comprehensive assessment of the threat.
Both formats are beneficial to the overall goal of building more resilient communities but the more content that can be provided for a specific threat the easier it will be to elicit a comprehensive understanding of vulnerabilities and needed capabilities. FEMA's Strategic Foresight Initiative (SFI) promulgates the importance of scenario development in the planning process stating that, "By considering a broad range of alternative possibilities for the future, scenario planning helps account for the unpredictability of real life." 19 Additionally, applying the appropriate context for an IND attack during scenario development is important because there are no national data records of previous attacks to inform the scenario. The mid-western states for instance, could easily incorporate data regarding tornados into their THIRA that statistically proves a need for increased capabilities in tornado preparedness. For an IND detonation, the contexts provided by those conducting the THIRA has to drive the perception that increased capabilities are necessary to address this threat because historical analysis is impossible. Existing scientific information on the impacts of an IND detonation to illustrate the potential destructivity of such an attack can assist in providing supplementary context and details. Collecting this information in the early stages of THIRA development will remain useful throughout subsequent stages such as prevention and response planning.
Supporting Information to Assist in Understanding Nuclear/Radiological Terrorism
Examining the nature of nuclear/radiological terrorism as well as the consequences will assist communities in fully understanding the threat it poses to their region. There are several possible scenarios to consider as part of a planning process.
Theft or Creation of a Nuclear Weapon
One scenario experts have identified is the theft of an existing nuclear device either from a current arsenal or formally belonging to a state arsenal. 20 The nuclear weapons stockpiles of the Former Soviet Union are consistently recognized as being at a particular risk to theft. Security and tracking systems for these weapons are considered relatively underdeveloped. 21 Additionally, a hostile state, recognized as possessing nuclear weapons could transfer a device or multiple devices to a proxy group that could then use the device against the U.S. 22 As early as 1987 the International Task Force on the Prevention of Nuclear Terrorism identified this scenario as a factor contributing to the possibility of nuclear terrorism. 23 This scenario is particularly dangerous, as a group with state assistance including funding, assets, and logistical support could pose a substantial nuclear threat to the U.S.
Scientists at LLNL conducted a study in 1964 confirming that the construction of a crude nuclear device by those with moderate skills and open source access is also possible. 24 Al-Qaeda has expressed interest in nuclear weapons and it is not unimaginable that a group of such vast sophistication and significant funding could acquire the skills and fissile material 2 necessary to build an IND. 25 In the pre-9/11 era alone the International Atomic Energy Agency (IAEA) reported 175 cases of nuclear trafficking 3 . 26 Considering the amount of nuclear trafficking still persisting throughout the world it is presumable that a terrorist organization could gain the amount of material necessary to create a small-improvised device. A simple, crude, improvised nuclear fission weapon similar in design to the weapons used in Hiroshima or Nagasaki could have a yield of around 10kT. 27 The primary area of concern regarding INDs is their size. These devices are not likely to be the size of the 5 ton Little Boy nuclear bomb utilized during World War II, rather they may be small enough to be delivered as a truck bomb or possibly even in a backpack. 28 This form of terrorism has become of increasing concern as more countries either produce or seek to produce nuclear weapons and/or civilian nuclear capabilities. Due to the dual use nature of nuclear power even civilian nuclear countries are at risk for theft of nuclear material and spent nuclear fuel 4 .
2 Fissile material consists of weapons usable uranium or plutonium. 3 Nuclear trafficking involves the illegal sale and smuggling of fissile material, weapons, designs and other affiliated items. 4 Spent nuclear fuel is fuel that has been irradiated (exposed to radiation) in a nuclear reactor.
Sabotage of a Nuclear Site
Another area of concern involves terrorists' use of explosives, conveyance, or other means to sabotage a nuclear facility for the purpose of causing a radioactive release in the community. 29 Nuclear sabotage can permanently damage a region and cause wide spread panic throughout the country. Given American standards of security in and around nuclear weapons complexes this form of nuclear terrorism has received less attention. However, more concern has been directed at this scenario after an elderly nun, construction worker, and "drifter" successfully snuck in to the Oakridge National Laboratory and vandalized its nuclear complex. Apprehension became wide spread throughout the U.S. and Congress posing the question, "What if they had been terrorists armed with weapons or explosives." 30 The actions of these three individuals alone have raised the concern for nuclear sabotage at U.S. facilities.
Attack on a spent-fuel storage pool by terrorists armed with explosives has also been identified as a possible path for creating a radioactive release in a community. Attackers may attempt to cause a breach in the pool wall, releasing thousands of tons of water and allowing the fuel to overheat. 31 Another form of sabotage could involve an attack focused on a research reactor. 32 Half of the research reactors in the world contain highly enriched uranium (HEU), which not only offers an attractive option for thieves but also as an attack location for terrorists seeking to cause a radioactive release. 
Radiological Terrorism
Though radiological terrorism does not produce a nuclear explosion and does not involve the fission of atoms, it is included in the realm of nuclear terrorism because of the radioactive exposure potential from a device. Radiological terrorism can be conducted in three ways. The first is the combination of conventional explosives with radiological material such as Cesium (Cs-137), Cobalt (Co-60), Iridium (Ir-192), amongst other radioactive isotopes that are commonly found in medical facilities, research facilities, and industrial sites. 34 This material is prevalent in many countries including those with less stringent security measures that have experienced significant theft of such products. A terrorist group could acquire the necessary radioactive material either from abroad or within the U.S. and combine the material with an Improvised Explosive Device (IED) creating a "dirty bomb." These types of weapons are particularly concerning because their accessibility and simplistic design represent a very feasible attack mode. 35 According to the International Commission on Radiological Protection a second form of radiological release could simply include dispersing radioactive material via non-explosive means. 36 The final type of radiological terrorism is a Radiation Exposure Device (RED). 37 These devices involve an unshielded radioactive source being covertly placed in a crowded area in order to expose individuals to radiation and cause mass panic. 38 There is no explosion associated with an RED and the exposures can continue undetected for some time. Communities that utilize public transportation frequently may have a greater vulnerability to these devices. Enclosed areas with many people offer potential for significant exposure. Additionally, the congested nature of transportation facilities ensures anonymity for attackers in large crowds of strangers making an attack less obvious. 39 These scenarios may appear overwhelming but increasing understanding of each method of nuclear/radiological terrorism in communities across the nation will lead to the creation of preparedness systems capable of preventing and if needed responding to attacks of this nature.
State and Local Communities Need to Understand the Impacts of an IND Detonation
Understanding the impacts nuclear terrorism can have on a particular community is important to the planning process. The aftermath of an IND detonation will impact nearly every area of society (for a comprehensive explanation of the impacts associated with an IND detonation see Appendix B).
The publication of nuclear-test images supplemented by Cold War notions of colossal mushroom clouds has created false assumptions about how a low-yield nuclear detonation from an IND might appear. 40 The ability to distinguish a low yield nuclear detonation from a conventional explosion and ultimately enact response measures appropriate for an IND attack is mandatory for effective lifesaving operations.
41
INDs have a considerably smaller nuclear yield 5 than traditional nuclear weapons and if detonated in a metropolitan area the cloud shape generated from the blast will likely be chaotic in form as it interacts with tall structures and other impediments. Wind vectors will affect the direction and movement of the cloud potentially distributing it in several directions. Upper atmospheric winds possibly traveling at high speeds will increase the spread of the fall out cloud. 42 Fortunately, with the right planning and preparation, many of the potential casualties from fallout can be avoided. Rapid response and prioritized actions can also help the response community save lives of those injured or trapped by the prompt effects.
As previous understandings of nuclear detonations are transformed to address the hazard of a low yield IND, local and state governments must identify the threat a nuclear terrorist attack poses to their jurisdiction and work to educate the emergency response community on the likely impacts. This will allow communities to develop response plans containing appropriate procedures and roles and responsibilities for the aftermath of nuclear terrorism that will assist the nation in improving its capacity for resilience as a whole. 5 Nuclear yield is the amount of energy discharged when a nuclear weapon is detonated usually expressed in TNT equivalent (10kt = 10 kilotons of TNT).
Planning and Preparedness
Prevention
Prevention planning is a crucial element in making communities resilient. Preventative measures can inhibit an attack from occurring and save hundreds of thousands of lives. Though we commonly think prevention is exclusively in the realm of the intelligence community several emergency services can play a role in preventing nuclear/radiological terrorism. Police, fire, security, and health services can all potentially be involved in the prevention of a nuclear or radiological weapon from being transported and detonated in the U.S. For example, police officers may be involved in detection, as they often possess radiation detection equipment and trained personnel. THIRAs are an excellent way to support increased prevention capabilities by identifying the need for community-based concept of operations, updated detection equipment, and training and exercises. Increasing prevention efforts will require the introduction of the threat of nuclear/radiological terrorism to emergency services in an unclassified manner like a THIRA as they may be the first to act in preventing an attack. 43 Preventative plans should be developed by local and state authorities to increase their capacity to inhibit nuclear/radiological terrorism from happening. The state of Maryland has been exemplary in prevention planning as they have embarked on a path to explicitly prevent radiological and nuclear terrorism through the development of the Preventative Radiological/Nuclear Detection (PRND) Program. The program is designed to deter, detect and report the hazardous handling and/or unauthorized attempts to import, possess, store, develop or transport illicit radiological/nuclear material within the state. Maryland worked with the DHS's Domestic Nuclear Detection Office (DNDO) with the primary objective of enhancing the radiological and nuclear terrorism prevention capacity in the state by maintaining a protection strategy, resourced with the capability to perform intelligence, threat and risk driven public safety interdiction, surveillance, and detection. The PRND program provides a regional mechanism for agencies and organizations within the State to share data and information about radiological threats and concerns.
The State of Maryland's PRND Program
In order to meet the goals of the PRND Program the assessment of current resources, equipment, staffing, and training throughout the State was required. The Maryland Emergency Management Agency (MEMA) agreed to coordinate a data collection effort to meet the needs of the statewide capabilities assessment. Surveys are an inexpensive, easily distributed option for conducting capability assessments across multiple jurisdictions. In the case of Maryland, MEMA collaborated with LLNL to produce the, "State of Maryland Rad/Nuc Detection Capability Survey," that was distributed to various local, state, National Preparedness Goal and federal departments (including fire, police, hazmat, and health departments) within each of Maryland's counties. The responses collected assisted the PRND program in developing a comprehensive database of all of the radiological/nuclear detection equipment that is currently possessed. This information will be used by the State of Maryland during the planning process to:
• Coordinate / inform users of equipment calibration and maintenance opportunities • Identify surplus equipment that may be of interest to other agencies • Enhance opportunities for lower cost bulk purchases and support contracts • Share user experiences and identify existing local standard operating procedures and job aids for various equipment
The Maryland Concept of Operations identifies coordinating agencies and their functional roles within the PRND operational missions. The plan also specifies the steps required for an alarm response process and technical reach-back protocols, capability requirements and considerations, and suggestions on training and exercises. By including this information the CONOPS defines common terms to allow for consistent language across multiple agencies and jurisdictions. It also establishes a common alarm adjudication process and provides a Standard Operating Procedure to ensure consistency to individual agency's modification or PRND plans and procedures with those of the overall state strategy.
The document provides information related to early detection that identifies appropriate locations for radiation detection equipment and personnel. Interoperability methods are also included, which addresses the standardization of radiation detection devices, communication equipment, and training. Information is provided related to specialized technical support that uses a tiered protocol system to incorporate guidelines for the use of equipment, trained operators, and reach-back to subject matter experts who can differentiate between threat materials and authorized radiological material.
The Maryland PRND Program is one of many examples of State preparedness efforts that can be tailored to any community seeking to enhance their prevention program for nuclear and radiological terrorism. Conducting a survey of assets throughout the region is an ideal practice that allows emergency managers to evaluate their capabilities and give feedback to the state regarding areas in need of capacity building.
Response Planning
If a nuclear detonation were to occur on U.S. soil it is imperative that communities are prepared to respond to such an event. DHS has estimated that local and state communities will need to be capable of sustaining an immediate response until federal resources arrive. When identifying the consequences of an IND attack in a region's THIRA the information should be used to motivate increased response capabilities and response planning efforts. Solely increasing tangible capabilities like equipment updates will not be useful without a plan that describes how that equipment will be used and by which agency. Additionally, agencies will not know their roles and responsibilities without substantial plan development.
After it has been agreed that a response plan should be developed it is important to identify whether that plan will be designed to respond to a disaster or catastrophe. It is also necessary to determine whether the plan should be its own specific plan or an annex to a larger emergency operations plan.
Disasters
Disaster preparedness involves strengthening communities and contributes to overall resiliency through education, support of local populations, and preparing local response efforts. Disaster preparedness includes 44 :
• The development and regular testing of warning systems and plans for evacuation or other measures to be taken during a disaster alert period to minimize potential loss of life and physical damage.
• The education and training of officials and the population at risk.
• The training of first aid and emergency response teams.
• The establishment of emergency response policies, standards, organizational arrangements and operational plans to be followed after a disaster. Catastrophes are qualitatively more significant than disasters and therefore warrant different planning efforts in all aspects of planning including prevention, response, and recovery. 45 Dr. Quarantellie of Understanding Katrina lays out six criteria for recognizing a catastrophe, which will be important to consider when beginning the planning process.
These criteria include: 46
1. Most or all of the community built structure is heavily impacted. The facilities and operational bases of most emergency organizations are themselves usually affected. 2. Local officials are unable to undertake their usual work role, and this often extends into the recovery period. 3. Help from nearby communities may not be provided. In many catastrophes not only are all or most of the residents in a particular community affected, but often those in nearby localities are also impacted. 4. Most, if not all, of the everyday community functions are sharply and concurrently interrupted.
Most places of work, recreation, worship and education such as schools totally shut down and the lifeline infrastructures are so badly disrupted that there will be stoppages or extensive shortages of electricity, water, mail, or phone services as well as other means of communication and transportation. 5. The mass media system socially constructs catastrophes even more than they do disasters.
There will be longer national media coverage during a catastrophe. 6. Lastly, because of the previous five processes, the political arena becomes more important.
National government and very top officials become directly involved and will be forced to effectively interact with lower levels of government.
When considering planning for a nuclear/radiological terrorist attack it is important to define the parameters early as to whether or not the process will treat the attack as a disaster or a catastrophe. A nuclear attack is not guaranteed to result in a catastrophe though it is very likely that it will. Whether an IND detonation results in a catastrophe is dependent on weapon size, detonation location, atmospheric conditions, population density, as well as the level of community preparedness and resiliency.
The use of a radioactive dispersal device is less likely to become a catastrophe, as the explosion will be far less severe. What may create a catastrophe is the public response to the radioactive fallout created by an RDD. These weapons of mass disruption could still result in several deaths, vast contamination, severe economic consequences, and a variety of other issues. Nuclear and radiological terrorism are typically combined in one category even though they will produce very different consequences. It is necessary to determine early in the planning process whether to treat radiological and nuclear terrorism as categorically similar enough to warrant joint planning or as separate threats that require two different plans. Ultimately, it will be beneficial to include both radiological and nuclear terrorism in any form as either a disaster or catastrophe. It is better to start the planning process in some way and then expand upon the plan as capabilities, relationships, and vulnerabilities are identified. • Assigns responsibility to organizations and individuals for carrying out specific actions at projected times and places.
All Hazard Planning versus Specific
• Sets forth lines of authority and organizational relationships, and shows how all actions will be coordinated.
• Describes how people and property will be protected in emergencies and disasters.
• Identifies personnel, equipment, facilities, supplies, and other resources available-within the jurisdiction.
• Identifies steps to address mitigation concerns during response and recovery activities.
The EOP should be flexible enough to use in all emergencies and typically includes generic plans for mitigation, response, and recovery. A possible way of including the threat of nuclear/radiological terrorism in a jurisdictional plan is to develop an annex portion of the EOP. Cal EMA for instance, began integrating nuclear/radiological threats as an annex of their existing EOP. This annex is now serving as the basis for the development of detailed, specific plans for prevention, response, and recovery after a radiological/nuclear emergency.
Specific Hazard Planning
Specific hazard planning involves developing extensive plans for all areas of preparedness in as much detail as deemed necessary for the hazard. The impacts of an IND detonation will require a very specific plan. However, all hazard planning and specific hazard planning do not need to be mutually exclusive. There is no need to reinvent the wheel when initiating specific hazard planning for nuclear/radiological terrorism. Existing all hazard plans should be used to identify key roles and responsibilities already defined, prior communication structures that can be built upon, and capabilities that can be leveraged for specific planning purposes. When initiating the planning process for nuclear/radiological terrorism all existing plans should be examined in order to prevent redundancy. Most importantly, initiating an all hazard assessment will be the greatest driver in later developing specific hazard plans. Conducting a THIRA is an excellent way to begin the process.
The GAO found that the DHS places special emphasis on preparedness for terrorism in regards to grant funding that will be used to enhance first responder capabilities to prevent, protect against, respond to, and recover from terrorist attacks. 48 These grant funds can have all hazard applications. In the same way that existing all hazard plans and grants can be applied to terrorism, future terrorism funding can be used to improve responder capabilities in several other areas.
The amount of time, effort, and collaboration needed to establish a resilient community and culture of preparedness should not be underestimated. Despite this daunting task of hazard assessment and plan development the reward for creating a prepared community, especially in the face of something as detrimental as an IND attack, will be immeasurable. The thousands of lives that will be spared if a community can become truly prepared for such potential devastation should be the inspiring force throughout this elaborate process.
Response Planning Case Study: The State of California's Radiological/Nuclear Emergency Response Plan
The California Emergency Management Agency (CAL EMA) has tasked the Center for Collaborative Policy at California State University Sacramento (CCP) in collaboration with the Lawrence Livermore National Laboratory (LLNL) to create an analytic framework that will serve as the foundation for the State of California's Radiological/Nuclear Emergency Response Plan (RNERP). The State of California has begun the process of completing a Statewide THIRA simultaneously with their plan development. Though in typical planning situations the THIRA would come before the plan, the analytic framework created by CCP could be used to inform the nuclear/radiological terrorism portion of the state THIRA.
The case study is detailed in Appendix D and provides a description of the project including scope and purpose, goals and objectives, working group formation, stakeholder workshop design, and workshop findings. The appendix also includes an assessment of the California project such as best practices and successes, barriers and challenges, and recommendations that can be utilized by emergency managers embarking on similar response planning paths.
Recovery
The final phase of the preparedness process is recovery. A community can truly become resilient if prepared from prevention through recovery. Recovery is an important element when building a culture of preparedness because it is the final phase before a community in post-catastrophe state transitions to a new status quo. Federal guidance has been created specifically for nuclear and radiological terrorism recovery planning, which should be reviewed by emergency managers initiating a planning effort. In 2012, DHS commissioned the document "Response and Recovery Knowledge Product: Key Planning Factors for Recovery from a Radiological Terrorism Incident," that can assist greatly during this process. 49 The purpose of this document is to allow the incorporation of key planning factors (preincident planning efforts initiated by state and local stakeholders) into state and local recovery plans.
Recovery includes those capabilities necessary to assist communities affected by an incident in recovering effectively.
National Preparedness Goal
According to the 2011 National Preparedness Goal, recovery requires timely restoration, strengthening, and revitalization of infrastructure; implementation of long-term housing solutions; a sustainable economy; and strengthening of the health, social, cultural, historic, and environmental fabric of communities affected by the incident. These will be difficult requirements to fulfill and will mandate additional planning. Recovery is a particularly important aspect of planning for a radiological/nuclear act of terrorism because "decontamination activities, heightened public anxiety, long term risk management, and substantial disruption to citizen's lives and the economy," prevent a typical recovery operation. 50 Developing recovery plans that specifically address these recovery issues inherent to a nuclear/radiological incident will assist greatly in the event of an actual attack.
Many assume that recovery begins after the response phase but it is actually conducted simultaneously with response efforts. DHS advises creating a realistic scenario to fully understand the damage that will be created by an IND or RDD in order to completely conceptualize the recovery needed in the designated area. The development of a scenario in a THIRA could serve as a basis for scenarios used across planning phases like recovery. By initiating the preparedness process through an assessment tool like a THIRA, planning can be developed for all phases of preparedness. Many aspects of the planning process will overlap and certain requirements can be used to guide each stage of planning. For example, "Develop Communication Plans" is a critical portion of plan development that will be necessary for all stages of planning. 51 Other factors, however, may be specific to one stage of planning; for recovery one of these factors may be to establish background radiation levels before an incident, this can improve the determination of contamination levels in a given area. Other factors inherent to the recovery phase are developing pre-incident waste management guidelines and establishing radiation protection operational guidelines. As is the case with the other stages of the planning process recovery is essential to overall resilience.
Conclusion
The threat of nuclear/radiological terrorism is distinct from any other type of terrorism threat facing American society. Most research involving this threat is based on speculation as there has yet to be a case of this type of terrorism. This makes preparing for such devastation extremely difficult. Despite the inherent complications of preparing for a threat of this nature there are silver linings in initiating the communal thought process regarding nuclear/radiological terrorism. Including the threat in THIRAs provides a preliminary orientation of the threat with a multiplicity of other hazards. First responders, even without access to classified risk assessments can be introduced to the threat, likely impacts, and needed capabilities through its inclusion in a regional THIRA. This allows the threat to begin being socialized at multiple levels of government within a region. It is important to socialize issues like nuclear terrorism because, at first blush, the event seems overwhelming and unmanageable which can make starting the planning process difficult. Approaching the issue in an all hazard format like a THIRA introduces it along with several more manageable threats. The all hazards approach also allows for planning a capability development that is threat agnostic, for example mass evacuation is important to a variety of potential events, including earthquakes and nuclear attacks. As studies have shown in regards to community resilience, the challenge is making the community believe it can handle the consequences of events and that it can recover from any hazard regardless of severity. This is the underlying importance of including a detailed description of nuclear terrorism in THIRAs.
The THIRA is only one piece of the preparedness process but they offer an important cornerstone and impetus for subsequent activities. THIRAs provide an instrument to introduce a threat that will require substantial planning across multiple facets. The planning process includes substantial effort in the fields of prevention, response and recovery. Preparing a community is daunting, difficult, and in some ways controversial as it tests the relationships of every level of governance, however, the end product will be truly rewarding for any community willing to complete the process. States and communities that have confronted this challenge attain a tangible piece of resiliency. California and Maryland as well as several other states are pioneers in the nuclear terrorism preparedness world as they prove that despite consistent challenges in planning their communities are resilient and capable of preparing for any threat.
Appendix A: Recent Survey Information Related to Nuclear/Radiological Terrorism Preparedness
In 2007, a House Committee Report to the 110 th Congress entitled "Making Emergency Supplemental
Appropriations for the Fiscal Ending September 30, 2007," found that emergency management plans across the country are not up-to-date or systematic. Additionally, the conferees stated concern that communities were ill prepared to react in the critical moments shortly after a nuclear event.
1 Most cities still remain inadequately prepared for an IND detonation. The Government Accountability Office (GAO) recently conducted a survey in which questionnaires were distributed to 29 major cities asking (1) how their city assessed the risk of RDD and IND attacks, and the availability of local response plans for these attacks, (2) their perceptions of the city's early response capabilities, and (3) their perceptions of the need for federal support to prepare for and respond to these attacks. Only 4 city emergency mangers considered their cities as having all of the needed response capabilities with mutual aid assistance for an IND attack. The majority of cities perceived their response capabilities as adequate in meeting the requirements of an RDD attack but not an IND attack. This is problematic because FEMA anticipates that local governments will need to be prepared for early response to both an RDD and IND attack with limited federal assistance during the first several hours of an event.
Emergency mangers perceive a need for federal funding support to maintain and enhance their cities' preparedness for RDD and IND attacks. A majority of cities suggested that any decrease in funding would adversely affect their early response capabilities, particularly training and equipment. Funding is crucial to the preparedness process and continually conducting and updating a jurisdictional THIRA could serve as a foundation for funding support.
Similar studies have been conducted corroborating the findings of the recent GAO study. The Council of State and Territorial Epidemiologists conducted a survey in 2010 that included assessments from epidemiologists in all 50 states to reassess the national status related to radiation emergency preparedness. 3 The survey found that 70-84% of responding states had completed little to no planning for public health surveillance to assess health impacts of a radiation event and less than half of the responding states had written plans to address exposure assessment. In addition the lack of preparedness in the human health field, the recovery domain is also ill equipped for an IND or RDD attack. In 2009, the GAO conducted a survey in which city, state, and FEMA representatives were asked to assess their regions ability to recover from an RDD or IND detonation. Nearly all respondents expressed concerns about the ability of federal agencies to provide the assistance needed to complete necessary analysis and cleanup activities required for recovery from an RDD or IND incident. 4 The findings of these reports indicate the need to improve preparedness and confidence in preparedness plans throughout major U.S. cities. According to the 2013 GAO survey, the cities that valued response planning the most were those that studied the disastrous effects of an IND detonation. Additionally, the survey recognized the value of maintaining and updating regional THIRAs for the purpose of receiving federal grant funding to improve IND response capabilities.
Appendix B: Impacts of an IND Detonation
IND Detonation Types
Due to the fact that an IND is considered to be the most likely form of nuclear terrorism, it is important to consider the possible types of detonation
:
Air Burst: This is an explosion of a device detonated in the air where the fireball will not actually contact the earth's surface. Initial radiation effects will still be relevant but the fallout hazard will be less concentrated locally. This type of attack is more inherent to a traditional military fly over detonation than an act of nuclear terrorism but it should not be completely discounted.
Surface Burst: This is the detonation of a device at ground level where the fireball is touching the surface. An attack of this nature can also be conducted from the water aboard any type of sea craft. A surface burst is considered to be the most likely method of detonation by a terrorist group as it is designated in the National Planning Scenario 1.
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Subsurface Burst: This type of explosion occurs if a device is detonated underground or underwater. If the device is buried at a shallow point in the ground it will likely still perforate the surface but the thermal and blast impacts will be lessened. Fallout however will be very heavy locally. This is a possible mode of attack for a terrorist as burying the weapon may decrease detection of the device.
Prompt Effects Flash of light:
A brilliant flash of light will occur immediately following detonation. The flash will cause temporary "flash blindness" that can last for several minutes. Flash blindness can be experienced up to twelve miles away.
Prompt Radiation: Instantly emitted radiation across the electromagnetic spectrum primarily consisting of gamma radiation will emanate from the blast.
Thermal Pulse: Consists of thermal radiation that travels outward from the fireball created by the blast at the speed of light. It should be noted that the lower yield of an IND detonated in an urban environment diminishes the thermal pulse due to building shielding.
Electromagnetic Pulse (EMP):
For surface bursts, the EMP can drive an electric current through underground wires causing local damage.
Overpressure:
The pressure created by a shock wave well above normal atmospheric pressure. The chart below indicates the level of damage expected based on overpressure psi. Damage Zones: The three damage zones created during a 10kt nuclear blast include the severe damage zone-immediately surrounding the detonation site, the moderate damage zone-extending 1 mile from ground zero, and the light damage zone-starting outside of the moderate zone and extending approximately 3 miles. 
Delayed Effects
• Cloud: The blast cloud forms as everything inside of the fireball vaporizes and is carried upwards. Radioactive material from the nuclear device mixes with the vaporized material in the mushroom cloud.
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• Fallout: Fallout is created as the vaporized radioactive material in the blast cloud cools, condenses to form solid particles, and falls back to earth. The fallout can be carried long distances on wind currents as a plume and contaminate surfaces miles from the explosion. 
Fallout Zones
It is important to understand the radioactive zones created by the fallout. Expected radiation levels define these zones: 8
• Dangerous Fallout Zone: The Dangerous Fallout Zone is classified by levels of radiation at 10 R/hr or greater. For a 10-kt detonation this zone may extend between 10 and 20 miles downwind from ground zero. Acute radiation injury is likely within this zone however; decay of radiation causes this zone to shrink after an hour.
• Hot Zone: The Hot Zone is characterized by a radiation dose rate of 10mR/hr (0.01 R/hr.) Acute radiation effects will not be experienced in this region but controls to mitigate any exposure will need to be considered. This zone may extend in any direction for 100's of miles but will shrink after about 12 to 24 hours as the radioactive particles from fallout decay.
The following image depicts the dangerous fallout zone progression outward from the blast. After around 12 hours the image illustrates how the zone will shrink as a result of radioactive decay. It is important to understand how fallout will act in a given area because it provides an indication of likely radiation dose exposures. Responders can use this information to inform the public of proper sheltering and evacuation strategies. Also, responders can utilize this information to determine when radiation exposure rates will be low enough to begin conducting lifesaving operations. It is important to note that emergency planners should not plan for a specific fallout pattern, as the direction of the fallout cloud is variable and unpredictable. Planners should employ plume modeling as a tool to elicit roles and responsibilities that would be necessary in several situations. The following images illustrate how the fallout cloud may appear based on actual weather patterns in Washington D.C. The multitude of cloud shapes demonstrates that there is no universal plume that will emanate from a blast. 
Damage Zones
Damage zones are important to discuss in greater detail so response planners may understand how the various zones produced by a blast are likely to appear within their region. This will allow planners and responders to distinguish what measures will need to be taken and to prevent further loss of life or injury to responders entering these zones. Additionally, understanding the capabilities needed to meet the needs of the damaged communities and infrastructure will allow those conducting a THIRA to better address their community's particular needs for this hazard.
An IND explosion will produce three levels of damage zones within the region of the detonation known as the "Blast Zone" 9 :
• Severe Damage Zone-This zone surrounds the blast site and will likely kill any living organisms in the immediate area. Few buildings will remain intact and rubble piles in the streets will be impassable. Very high radiation levels and other hazards are expected and will likely make entering this zone immediately following an event impossible. For a 10-kt detonation, this zone would approximately extend 0.5 miles from ground zero. Infrastructure within this 0.5 mile radius will be substantially impacted and will likely damage water, power, and telecommunication conduits. Most underground damage from an IND will occur within the Severe Damage Zone.
• Moderate Damage Zone-This damage zone extends approximately 1 mile from ground zero.
Visual indicators will consist of structural building damage, impaired building interiors, fallen utility poles, destroyed and overturned automobiles, and fires. Visibility will be inhibited by dust and debris produced by the detonation. This zone will be contaminated by radioactive fallout and will produce sub-lethal levels of radiation poisoning in inhabitants. Piles of debris and rubble will line the streets in the Moderate Damage Zone and will impede both evacuation and rescue missions.
• Light Damage Zone-Outside of the Moderate Damage Zone at about 3 miles for a 10-kt detonation a larger population than the other two zones will be affected. The destruction likely to occur within this zone is mostly due to the shock wave of the blast that can rebound off of buildings, terrain, and atmosphere. The shock wave will break windows throughout the zone and visual cues will consist of damage to window shutters, roofs, and lightly constructed buildings, rubble, and crashed automobiles. Injuries will mostly be caused by glass breakage as citizens go to their windows to investigate the flash or noise created by the blast.
Injuries in Damage Zones
It is of great importance for response planners to be aware of the wounds they will encounter after an IND detonation as injuries and damages may overwhelm medical response personnel.
• Thermal Radiation: The pulse of thermal radiation from the fireball produced by the blast carries thermal radiation energy that causes severe skin burns, eye injuries, and death.
• Ionizing Radiation: This causes radiation exposure that can be experienced at exposure rates of 100 rads and above with symptoms including vomiting, changes in blood count, cataracts, and cancer.
• Non-radiation related injuries -Blunt force trauma, punctures, and lacerations caused by flying debris, collapsed structures and broken glass. Perforated ears and collapsed lungs are likely injuries caused by the pressure of the blast. 
Impact on Emergency Responders
An IND attack will directly affect responders including firefighters, police officers, medics, and HazMat teams. Emergency workers will face several varying hazards in the aftermath of nuclear destruction including " the usual hazards associated with building fires-flames, heat, combustion by-products, smoke-they also must be prepared to deal with rubble and debris, air chocked with fine particles, human remains, hazardous materials (anhydrous ammonia, Freon, battery acids), and the potential risk of secondary devices." 11 In addition to these traditional hazards responders themselves will be forced to confront radiation from the fallout. Assessments will be obligatory regarding the level of radiation in areas responders are attempting to operate. This will require the assistance of certified health physicists who can employ technology to determine the radiation risk of an area.
Sheltering in place is an important strategy for both the public and responders. Radioactive fallout decays quickly and individuals may decrease their integrated dose rate of radiation substantially by sheltering in place. The integrated dose rate is a measurement of radiation exposure over time, as radioactive fallout rapidly decays those sheltering can avoid being exposed to high levels of radiation immediately after the blast. This will seem counterintuitive to responders as their natural instinct will be to respond to the situation but if they rush outside while radiation levels are high they may be exposed to lethal levels of radiation causing them to become casualties as well.
The following figure illustrates how the responders can be impacted by a detonation in an urban setting. The image depicts a possible fallout cloud after a detonation in Los Angeles and what the dose rates might be at a local fire station over time. Note how rapidly radiation levels change during the event, which is why planning efforts to ensure people are not outside during the most dangerous periods are critical. Other considerations for responders 12 : It is a common misconception that a full body HazMat suit or other personal protection equipment is required to enter a contaminated area. Reducing the time spent in high-dose-rate areas is the greatest protective measure a responder can take, therefore search and rescue efforts as well as evacuation assistance, and lifesaving missions will require the fast entry and rapid exit of contaminated areas. The amount of time it takes to fully equip oneself with HazMat gear alone causes a delay, which could cost several lives. Once the suit is on the operator is restricted in movement and will be forced to spend more time in the contaminated environment full of gamma emitting radiation particles capable of penetrating the suit. Also, if that person should have to run or make sudden maneuvers they too could become a casualty in a hazardous environment. It should be considered that the ability to move quickly and spend less time in a radioactive area by avoiding HazMat suits might actually allow more lives to be saved.
Those entering radioactive areas for life saving operations should be trained how to assist those exposed to radiation. Evacuated survivors may be perceived as "contaminated" and a public health risk to receiving communities. Public safety officials will need to understand and explain the difference between persons who were exposed to radiation and those who may be contaminated by radioactive material. 13 It should also be understood that survivor contamination by radioactive material is not considered a significant health risk to attending medical personnel or other responders.
Impacts on Medical Community
The medical and public health communities need to be prepared for the massive medical response that will be required after the explosion of an IND. 14 The destruction of the blast may encompass hospitals, clinics, and personnel needed to respond to the event, straining the medical requirements of a disaster of this magnitude. Additionally, the potential for multiple attacks will spread available medical personnel even thinner. This indicates the importance of having a response plan in place that identifies multiple hospitals and assets that can be used for medical triage. Pre-event planning efforts will require the training of medical professionals in the management of nuclear emergencies capable of providing prompt treatment for victims with acute radiation poisoning amongst other distinct injuries. Radiation exposure to victims will need to be assessed through "rapid automated biodosimetry 7 and clinical parameters and reentry, re-occupancy, and recovery issues will need to be considered by planners." 15 The information provided in Figure 9 (Approximate acute death and acute symptoms estimates as a function of whole-body absorbed doses for adults) is an example of information needed by medical response personnel in preparation for a nuclear detonation. Column three, titled "Acute Death from Radiation with Medical Treatment," illustrates the ability of medical care to inhibit deaths related to varied levels of radiation exposure. Teaching medical and health officials that they can make a substantial difference in the number of survivors after radiation exposure will be important for increasing resiliency and cultural determinism within the health services field. 
Appendix C: Resiliency Considerations
Community Supply Chain Resilience 16
According to the Strategic Playbook by Philip J. Palin of the Center for Homeland Defense and Security at the Naval Postgraduate School, making supply chains resilient can mitigate the effects of a catastrophe and prevent a disaster from transforming into a catastrophe. In order to accomplish this level of resiliency a deep comprehension of the relationships involved at every input of raw material to all aspects of consumption is imperative. Making these relationships resilient is defined by the ability to share information between members of the supply chain and understand each member's role. Modern supply chains heavily rely on digital information regarding nearly every facet from production to delivery. An IND detonation would likely render the digital infrastructure of a region unusable and dramatically impact the functionality of the regional supply chain.
Without a resilient supply chain, human necessities such as water, food, and pharmaceuticals cannot be distributed to the damaged region. Communities must establish plans that will allow for the continuation of supply chain distribution during the aftermath of a nuclear terrorist attack, which is a prominent benefit of including neighboring communities during the hazard assessment and planning processes. When considering the development of the nuclear terrorism portion of the THIRA and during response plan development, the creators should remember to include supply chain considerations such as:
• Water: A surface detonation will damage water mains. Also, radioactive material may contaminate city water sources. Treatment systems may be affected if a loss of electricity is experienced.
• Food: Distribution capabilities will be overwhelmed as personnel and delivery routes are impacted by the attack. Farms, grocery stores, and restaurants may all be damaged and unable to assist in supplying food for the public.
• Pharmaceutical and Medical Goods: Medical supplies will have to be delivered from adjacent communities to support the potential loss of hospitals and medical personnel and/or supplement medical triage efforts.
• Alternate Power Generation: Many critical infrastructure and key resources will be affected or destroyed by an IND detonation and power will need to be generated from other sources.
Addressing the supply chain during planning will allow stakeholders to identify existing issues in the current chain, determine which areas will require government assistance, and discuss the relocation of resources. The Strategic Playbook suggests asking questions like "What are your core capacities? How are you, your community, and your region supplied with water, food, pharmaceuticals and medical goods, medical care, and shelter? How are waste and other dangerous substances treated and removed?" These questions are inherent to THIRAs and initial planning efforts and answering them effectively will prevent confusion after an event and contribute to a faster recovery and overall resiliency.
Increasing Resilience through Public Education
Fallout Education
Incorporation of a fallout preparedness program within the wider planning scheme for nuclear/radiological terrorism is essential to citizen survival. Educating citizens will require a framework appropriate for that community regarding the best course of action to minimize fallout exposure and to save lives. 17 Several federal guidance documents have been written to prepare communities for radiological hazards but very few communities have taken steps to educate the public about the threat. Pre-incident education that utilizes average citizens in the community as promoters of fallout preparedness may serve as a valuable tool in educating the public. When developing a community education element to preparedness plans it is important to deliver the message as a useful preparedness tip in order to avoid inciting any notion that there has been a real threat to the community.
One method of preventing the accidental incitement of fear is to conduct the message along with preparedness instructions for several different hazards such as earthquakes, fires, and tornados. The collaborations essential for nuclear terrorism readiness can have spillover effects for other complex disaster management matters. Including a variety of potential threats in community education will not only prepare citizens for all threats but will also prevent nuclear terrorism from appearing as an isolated threat that may cause unnecessary panic or criticism.
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Fallout education should explain that avoiding outdoor exposure is the best option for preventing exposure to fallout. If a person is outside and is running towards shelter simply pulling one's shirt over their mouth as they run can mitigate ingestion of fallout particles. Before entering the shelter they should first remove contaminated clothing and wipe or wash exposed skin and hair. Many will be fearful of touching the particles but letting the fallout remain on the clothing will only increase exposure. Individuals should brush the fallout off of them rather than wait for thorough decontamination. 
Shelter Education
A sheltering strategy should be communicated to both responders and the population well ahead of an actual attack. Sheltering is an important facet of the response to a nuclear detonation. The characteristics of good, adequate, and poor sheltering locations should also be distributed to the community: 20 • An informed public is the best advocate for building required capabilities and creating a secure and resilient community.
• Poor shelter: Vehicles, rail systems, mobile homes, single story wood frame houses, single story commercial structures without basements.
Federal guidance suggests staying in doors for 12 to 24 hours after the detonation to allow the level of radiation in the area to decrease. If not impacted by fires or structural damage the population should remain sheltered until emergency services notify the community that it is safe to evacuate. Figure 8 below is an example of a public information card advising the citizens of Howard County of the community sheltering strategy. Figure 11 provides an overview of the safest emergency sheltering locations inside different types of buildings. . The RNER Project Charter describes the product/process required in a phased cycle in which milestones are met within a given timeframe.
• Purpose and Scope: The RNER plan is expected to strengthen catastrophic emergency management planning. Within this section three scenarios of concern are laid out and explained as the focus of the plan: o Nuclear detonation: Nuclear weapons include, but are not limited to, weapons obtained from known nuclear nation states, weapons created or improvised by non-state actors. o Radiological release: radiological weapons will include explosive dispersal devices, mechanical or simple dispersal devices and in situ radiation exposure sources. o Fall-out: Fall-out is considered when a nuclear detonation occurs, either at the site of the detonation or in other counties or states posing a significant exposure to the public in California.
• Motivation for the Plan: Federal modeling suggests that if a 10 kiloton nuclear ground burst detonation occurred in large metropolitan city, having an effective plan, coordinated communications, and a prepared public could result in hundreds of thousands lives saved. This project intends to provide the tools necessary to save the lives by identifying actions needed within minutes, hours, and a sustained period of time after a detonation or radiological release.
• 
Approach
The analytic framework primarily provides a mechanism for data collection and gap analysis that will guide the next steps of plan development.
Workshop Design
Two stakeholder workshops were designed and conducted in southern and northern California. Cal EMA decided that given the three scenarios they feel are of concern to California (IND, RDD, fallout from a neighboring state) there is a substantial gap in IND response capabilities. Cal EMA designated the IND scenario as the priority for workshop discussions. The design team identified areas of concern to be addressed during the workshops consisting of: managing the response, characterizing the incident and managing shelter-in-place and evacuation planning. Each topic was discussed in two different time phases, the first minutes and hours after a detonation and the first days after a detonation. Within those time frames participants were asked to identify priorities and challenges/gaps related to each topic. Discussion groups were broken up into three self-selected groups: field (first responders), local, and state/federal. For each topic the groups were asked to answer three questions:
1. How would you approach the tasks identified? 2. What do you see as your jurisdictional/profession's priorities? 3. What challenges do you foresee?
The discussion groups were provided reference information illustrated in figure 12 below in order to provide context for the topics of interest. • Getting and using Time-Critical Incident Information (modeling and measurements discussed in "Characterizing the Incident" section, this focus is on getting and using information)
• 21 The recommendations below are based on the information received from the stakeholder workshops. They are recommendations to Cal EMA to consider as they move to the next phase of the RNER development project.
Workshop Findings/ Analytical Framework Summary
Communication/Messaging
• A public preparedness campaign should be developed with messaging that is appropriate to the state's diverse population and that provides clearly stated actions to take in the event of an incident.
• Development of "just-in-time education" as part of continuing emergency public information should be considered on a variety of radiation event topics, e.g., instructions for selfdecontamination.
Education and Training
• Both the public and responders should be aware of and trained on actions that should be taken in the event of a nuclear event. Any public preparedness campaign should include drills.
• Development or identification of existing information and training should be provided for elected officials and decision-makers who will need to understand the importance of acting promptly and appropriately.
• First responders should be trained about immediate actions they should take in an IND event, e.g., sheltering in place until it is safe to deploy.
• Pre-event education efforts should be provided to first responders and hospitals about treatment of contaminated people.
Planning
• A list of "first ten plays" and "triggers" should be developed to help move information quickly, to make decisions, and to take pre-identified actions.
• Infrastructure repair interdependencies and priorities for restoration should be identified.
• Development of a decision-making process that includes the ability to establish expedient and controversial joint priorities should be considered.
• Specific radiological event models, real-time data input required and methods to analyze and distribute the outcomes should be identified.
• Standard terminology to be used in radiological events should be agreed upon.
• There should be agreement at all levels about release of an initial warning, the content of the warning, and who will be the spokesperson.
• Public shelter facilities should be pre-identified and marked.
• Resolution of conflicting guidance on population exposure monitoring/dose assessment, decontamination, and self-decontamination instructions should be addressed.
• Policies for people contaminated by fallout v. exposed to radiation into shelters should be developed.
• Standards of care/triage specific to a nuclear event need to be defined and approved and training provided.
• Allocation of scarce medical resources, including treatment options, needs to be addressed.
• A large-scale fatality management plan should be developed.
Resources
• Anticipated resource needs should be identified and prioritized pre-event.
• Resource/capability lists and activation/request procedures should be established pre-event.
• Radiation exposure limits for workers should be defined and workers need to be trained on those limits.
• Mutual aid agreements and the Emergency Management Assistance Compact (EMAC) should be reviewed for applicability in a nuclear event.
• The utilization of volunteers and potential assignments should be considered.
CA Successes
Discovery Phase: Cal EMA designated the initial phase of plan development as a discovery phase. This is an excellent way to characterize the first stage of planning in which the needs of the project and the capabilities and gaps of the response communities are explored. This will also allow the process to be shaped and expanded upon as new requirements are discovered.
The focus of this phase is data collection. Data collection is the most time consuming aspect of the planning process. Conducting the collection of information through a third party as Cal EMA did can have significant benefits when the time comes to actually write the plan. Utilizing a third party for this purpose also allows the information collected to be presented objectively.
Participation of the Scientific Community: Cal EMA recognized the need for sound scientific support in this project. Engaging a national laboratory when attempting to understand the impacts of an IND detonation will assist the planning process from THIRA development through recovery planning. The national laboratories, LLNL in particular, maintain a staff of experts knowledgeable on the issues of a nuclear detonation. The laboratories also possess the technical capabilities to generate community specific scenarios and modeling that will assist responders and planners in understanding the nature of an IND detonation in a specific region.
Workshop Presentations: The Core Planning Team was successful in identifying prominent speakers from several different backgrounds for the workshops. Speakers from the public health, state, local and federal emergency management fields set the stage for the workshop. Including speakers from various fields allowed the stakeholders from those fields to view how the detonation of an IND applied to them. The presentations at the workshop did an excellent job of eliciting several questions and comments regarding the aftermath of an IND detonation.
Public Availability of Analytic Framework:
The first product was the analytic framework containing information compiled during the discovery phase intended for public release. The second was a more descriptive analysis of the discovery phase that was designated with an Official Use Only classification. By making at least one of the documents available to the public Cal EMA has taken the first step in public education and broad socialization of the threat.
Recommendations
Cal EMA has made several steps in the right direction in developing their RNER plan. Based on the information and interactions elicited at the workshops several recommendations are pertinent for communities looking to begin a similar process.
Conducting a THIRA:
The research and information needed to support the threat scenario in the THIRA will also support future planning efforts. Representatives from FEMA Region 10 have indicated that research on the likely impacts and consequences of a nuclear detonation are needed for the inclusion of nuclear/radiological terrorism in their THIRAs. Communities like this can leverage the research they perform in support of the THIRA for their future planning efforts to avoid wasting time and energy. The THIRA provides a baseline assessment of the threat and the capabilities needed to address it, by preforming this task first, communities can use the knowledge gained during the process as a foundation to build on later.
Time: Time will always be an issue when engaging in an extensive process like planning for nuclear and radiological terrorism. Funding issues also drive the time allotted and can dictate the extent of how developed plans become. Organizations seeking to start the planning process should provide as much time as possible for effective project management and stakeholder collaboration. In the case of a statewide planning effort in particular, time should be a primary consideration. Individuals need to prepare travel arrangements, read any necessary material, and to think about the issue as it pertains to them. Rushing the process eliminates much of this necessary time that will contribute to overall findings.
Planning: Objectives need to be identified before any planning process can begin. Starting to plan without objectives in mind will prove very difficult. Communities need to take a moment at the beginning of their process to first identify their objectives and what they want to achieve with this process. One way to do this is to approach the problem as a discovery phase in the way Cal EMA did. This will give the community an idea of what their stakeholder's objectives and capabilities are and subsequently will influence the type of plan that will be created. Funding may also be an important factor in choosing a planning typology. In most cases disaster planning is less costly than catastrophe planning and will need to be considered when beginning the activity. A clear conception of what the planners want as a final product, should be agreed upon before delving too heavily into the process. It is better to begin the process with a consensus amongst program managers and then expand on objectives as new details emerge rather than begin with a lack of consensus.
Stakeholder Collaboration: It is important to identify roles and responsibilities ahead of time. This may require a group of local, state, and federal officials to meet and devise a strategy prior to interaction with the response community. Observations of the workshops indicate that many agencies are unclear on who will be in charge during and after an event. Though certain roles and responsibilities will need to be identified during the stakeholder workshops, the primary levels of authority should be established sooner. This will allow the workshops to focus more on the available capabilities rather than who is in charge.
Attempt to Elicit Capabilities in addition to Gaps: When discussing an event as overwhelming as a nuclear detonation it is easy for stakeholders to feel as if there are far more gaps than capabilities. Though this may be true, it is more important to identify what each stakeholder can contribute. During stakeholder discussions gaps should be discussed first. Doing so allows members to identify what their needs are based on what they feel they are missing. This discussion will transition well into a capabilities discussion. By identifying the gaps ahead of time members will be forced to think about how to actually address the gaps rather than dwell on them.
One technique for improving the capabilities discussion may be to offer two-day workshops. The first day would serve as a gap analysis, identifying what the stakeholder's felt was missing from their response capabilities. The second day would revolve around addressing the gaps identified during the first day. The two-day workshop structure offers participants the time to think about the first day's discussion and come more prepared for the second day. If participants are given more time to think about the issue it is obvious they will have more time to identify better options for responding to it.
Read ahead material:
This recommendation is seemingly obvious but when dealing with a relatively unknown threat like nuclear terrorism workshop participants should be given adequate reading material to explain how the threat is relevant to them. Stakeholders have full time jobs that inhibit them from quickly reading a stack of material for a workshop two weeks away. Therefore read ahead material must be identified far in advance so that it can be distributed earlier.
